1 Tiger

Storage Bridge
Quick Start Guide

Thank you for your choosing Storage Bridge. This document provides step-by-step instructions
for configuring and using Storage Bridge. Please refer to the Storage Bridge Administration
Guide (https://www.tiger-technology.com/software/storage-bridge-milestone/docs/) for
additional information.

Got questions? Feel free to contact our Technical Support at support@tiger-technology.com
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Licenses

Download the Storage Bridge executable and manuals from the Tiger Technology
licensing server

Visit: https://license.tiger-technology.com/ and enter your credentials

Once you have logged in, you will be prompted to register.

c. Ifyoulogged in using a Client Account, click on “Home” to you see the list of
product licenses available. Click on the product license you wish to use.

d. To download the manuals, click on “Documentation” (bottom left)

e. To download the executable, click on “Current Version” (bottom left)

o L

System Requirements

Plan for a min 3-4 days of local storage retention. This will be used for caching most recent
camera data, as well as to act as buffer should you ever run into a problem with the internet
upload speed. This buffer will dictate the amount of time you have to identify and solve
potential internet connectivity issues. In addition, and while stub files are zero byte in size, they
do require an entry in the file system. When looking at long retention periods, keep in mind
that every 1 million files will consume 100MB of local disk space.

Storage Bridge will consume ~20% of the CPU during the initial indexing of the file system (each
time the drivers are started), then drops to ~5% during normal operations. Memory footprint is
typically not an issue.

1) Recording Servers should have:
a) Internet upload speed at least 25% more than total camera ingests to disk
b) Access to https://saas.tiger-technology.com
c) Access to the cloud bucket endpoint
d) Ports 443 outbound
e) Ports 8536 and 8537 inbound/outbound with the Management Client
f) Contact Tiger for additional instructions if using a proxy server

2) Cloud requirements
a) One cloud bucket/container has been created for each of your recording locations.
b) Recording Servers should have FULL Read/Write AND Delete capabilities on the objects
in the cloud.
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Preparation

1) Connect and configure your Recording storage and Archive (optional) according to
Milestone’s guidelines.

NOTE: Storage Bridge operates directly on your Recording storage (the cloud becomes
your archive). When using DR, this gives you the best possible recovery. If you require
that your Milestone Recording Server be configured with an Archive, you can use
Storage Bridge for either the Recording storage or the Archive, or for both of them.

2) IMPORTANT: Under “Storage and Recording Settings” in the Management Client, set
the “Retention time” according to how much TOTAL camera data you want to keep on
your volume(s). This setting is global and determines when data will be deleted locally
and in the cloud:

a. The retention time should cover local AND cloud data
b. The size should cover local AND cloud data (don’t worry if your volume is much
smaller as it will extend into the cloud)

EXAMPLE: If you set a 90-day retention time, regardless of where the data actually is,
XProtect will delete it. As XProtect deletes the local files, Storage Bridge will then delete
the associated data in the cloud tiers (note that there may be a delay with some cloud
providers). You choose how much data stays on the local drive vs. nearline (hot) cloud
storage vs. archive (cold or frozen) cloud storage using Storage Bridge.

c. If you need to decommission an Archive volume without losing data, you will
need to proceed in two steps:
i. First make sure the retention time on the Recording storage is at least as

long as the current Archive volume

ii. Until a full Archive period has been met, some of the archive data will
continue to come from the current Archive.

iii. Once passed a full archive period, the Archive volume can be
decommissioned as all latest “archive” data is now coming from the
cloud.

Setup the Cloud Bucket(s)

1) To quickly estimate your required internet speed, you can use the “1/5 rule of thumb”:
a. If you know the average bitrate of all your cameras:
i. Multiply total recording bitrate x 1.5 (allows for readback and
fluctuations)
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2)

3)

EXAMPLE: 173 Mbps x 1.5 = ~250 Mbps

b. If you know the current storage requirements for a given retention period:
i. Multiply #GB / #days x .15

EXAMPLE: 350 GB per day = 350 x.15 = ~50Mbps
100TB per month = 100 x1024 x.15 + 30 = ~¥500 Mbps

Log into your Cloud account and create separate buckets/containers to be associated
with each recording server and volumes.

NOTE: If you have a recording server with only a Recording volume (no Archive volume)
the same bucket/container is used for storing a single copy of all data and is used for
both Disaster Recovery (DR) and Extension. DR contains all camera data, plus XML and
index files needed to recreate the XProtect database. Extension only requires a subset,
that is, the camera data. If you have more than one volume configured on your
recording server, each volume will require its own bucket.

Have your Cloud account details ready for the install (Access Key, Secret Key, etc.)

Install the Storage Bridge plug-ins and Activate your License

1)

2)

3)

Make sure your recording server is fully configured and able to record prior to installing
Storage Bridge.

NOTE: Your recording server can be recording live camera data while installing Storage
Bridge (it won’t affect operations)

Close the XProtect Management Client app

Install Storage Bridge (follow on-screen instructions)
a. The installer contains three software components
e Management Client (for configuration — must be installed)
e Recording Server (all the cool technology — must be installed)
e Smart Client (for data visualization and movement — optional)

b. Itis possible to install these components on ONE or SEPARATE machines
e Just select/deselect the appropriate option(s)

4) Activate your license by opening the XProtect Management Client
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b. Select the recording server to activate
c. Enter your Username and Password, and click “Apply” to activate
e NOTE: If you were provided a Client Account in addition to Product

Licenses, you must use the later credentials for activating your license. In
this case, the Product License will typically be identical to your login, but
will have the _SBX suffix added to it and the password will be empty (you
add your own).

d. Once activated, your screen should look like this:

License info: Change license:

Version: 409271 Usemame:

Used footage: 2 camerasiweeks i)

| Disaster Recovery: +# Extension: +/

Smart Client settings:

e. If you have any issue activating, please Troubleshooting section below
f.  You can choose which options will be available to operators using the XProtect
Smart Client (see details below)

Configure the Disaster Recovery

Activating the Disaster Recovery (DR) functionality using Storage Bridge is easy. This
functionality can be activated on your Recording storage(s), your Archive(s), or both.

1) Select the Storage Bridge “Disaster Recovery” tab
a. For each volume where you desire DR, click “Enable”
b. Configure your cloud target
i. Make sure to select a DIFFERENT bucket/container for EACH volume
ii. If Storage Extension has already been configured, you will NOT be
prompted for cloud details as your data will NOT be replicated twice. The
same dataset is used.
c. To start the replication process, switch the “Inactive” to “Active” (top right)
d. Within a few minutes (depending how many cameras and files are managed),
Storage Bridge will start replicating and display the % of local data that has been
replicated to the cloud.

NOTE: After all existing files have been replicated, this number will typically be just shy
of 100%, unless you stop the camera streams or the recording server in order for the

most current data to reach your cloud target.
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Storage configurations:
Local default
Recording Total camera data: 0.000 GB Active
Location:  D:\MediaDatabase -
Cont fest
] All camera data is replicated ) 1) Disable - oriainer - miesione
s & Azure  Cameradata: 0.000GB

Disaster Recovery available
100 %
Archive 1

Location:  C:

S— Disaster Recovery not enabled i) Enable Disaster Recovery not enabled
-— =

Verify that your internet is keeping up

Open Task Manager on the Recording Server to see how fast Storage Bridge can upload to the
cloud. Click on the “Performance” tab, and then select “Ethernet”. Unless other processes are
running in the background, the “Receive” will show the incoming camera data while the “Send”
shows the rate at which Storage Bridge is uploading to the cloud. On average, the Send should
no less than the Receive:

ance Users Details Services rformance Users Details  Services

Ethernet intei(r) 825741 Gigabit Network Conne... 5% 200 Ethernet inteir) 825741 Gigabit Network Conne
Memory
6.1/16.0 GB (38%

Ethernet Ethernet
S: 33.8 Mbps R: 630 Mbps $: 75.8 Mbps R: 73.3 Mbps

The screen grab on the left shows a problematic situation where Send bandwidth is less than
Receive. This means Storage Bridge is currently not able to keep up with the incoming data
flow. Storage Bridge is barely keeping up on the right and 25% headroom would be desirable
(showing about 12%). The % of uploaded camera data should continue to increase and
eventually stabilize around 99%.

Configure the Storage Extension
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Use the Extension option to make your local volume appear bigger and infinitely scalable. This
functionality can be activated on your Recording storage(s), your Archive(s), or both. It can be
activated with or without Disaster Recovery. When activated with Disaster Recovery, Extension
uses a subset of the data already replicated on the DR target.

Configuration steps:

1) Select the Storage Bridge “Extension” tab
a. For each volume where Extension is desired, click “Enable nearline extension”
b. Configure your cloud target
i. If DR has already been configured for this volume, you will NOT be
prompted for cloud details as your data does NOT get replicated twice.
The same bucket will be used.
c. Make sure to select a DIFFERENT bucket for EACH volume.

2) Click on “Configure nearline extension”

a. Choose “By Age” to keep camera data locally for a specific amount of time or
choose “By Size” to keep it until your local drive reaches a specified capacity
threshold. When either condition is met, content is removed and replaced by
zero-byte stub files. Data is safely kept in the cloud until the retention time set
on your storage volume is met. Make sure to maintain enough “free” space on
your recording drive to ensure Milestone has enough room to continue
recording during an internet outage.

£3 Neadine Extension Configuration x €4 Nesrine Brtension Configuration

— —
By age

S

7 —7
-0 -0

b. To start the replication process, switch from “Inactive” to “Active” (top right)
c. Within a minute, Storage Bridge will display the % of local data that has been
replicated to the cloud.
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Storage configurations:

Local default

Recording Camera data on target: 0.000 GB Active
Location:  D:\MediaDatabase Container:  milestone Container:  milestone
&= Comeradate: 0.000GB ) Camera data: 0.000 GB Camera data: 0.000 GB
- Azure Azure
Percentage: 100 % Percentage: 0% Archive  Percentage: 0%
Move recordings not acoessed for more than 1 hourls Move recordings not acoessed for more than 30 dayls
£ Disable nearline extension | | {8} Configure neariine extension @ Disable offline extension @ Configure offline extension
Online (local) Nearline Offline
Archive 1
Location:  C
=] e
S A Cone 0.0 GE Nearline extension not enabled Offine extension not enabled
Percentage: 100 %
=7 Enable nearline extension
Online (local) Nearline Offiine

d. If your cloud provider supports an archive tier, Storage Bridge allows you to
leverage it. Note that in this case, any archived video will need to be manually
recalled BEFORE it can be viewed on the timeline.

Using the XProtect Smart Client plug-in

There are a few options available to the XProtect Smart Client. They are all enabled by default
but can be disabled through the Management Client (see Installation and Activation steps
above).

Timeline Color Monitoring — Visual indication of where the data is currently stored:

1) Go to Settings, select Timeline, and set “Additional data” to “Show” (vs. “Hide”)

Playback

Storage Bridge — Quick Start Guide — Last Updated — 12/06/2022 — v3.01



1. Tiger
Technology

2) When activated, Storage Bridge will display additional colors on the timeline:

|

Online
M Nearline
Offline

Storage Bridge displays the following storage locations:

- Online (Green): Camera data is on the local drive AND replicated to the cloud

- Nearline (Orange): Camera data is in the cloud and seamlessly accessible

- Offline (Blue): Camera data is in the cloud, but in an archived tier (if applicable)

Automatic Timeline Restore:
1) Online (Green) camera data is ALWAYS available for playback.

2) Nearline (Orange) camera data will be automatically retrieved when selected or played
on the timeline, unless Automatic Timeline Restore is disabled. In this case, camera
data will NOT automatically be restored ® Hivecriaar LUARDS) - Lare
from the cloud (potentially saving cloud
egress fees) and Storage Bridge will display
a “Recording Nearline” frame:

I
ngfhcite

3) Archived (Blue) sections must be manually retrieved through the Restore Panel or
through the Management Panel (see below). By definition, camera data in a cloud
archive tier will typically take hours to
restore (thus the significantly lower cost).
Storage Bridge has the unique ability to
display a “Recording Offline” frame:
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Manual Restore Panel:

Storage Bridge will display an “Recording Offline” notice when playing or selecting areas of the
timeline that are Archived (frozen) until the archived video has been restored to the nearline
(hot) cloud tier.

1) When the Manual Restore Panel is activated, XProtect Smart Client operators can
restore data for specific Cameras.
a. The speed at which data is retrieved depends on the cloud provider and the
options chosen when configuring the cloud target above.

3  MIP Plug-ins S

Storage Bridge
Version: 1.0.3.43

All cameras (0 selected):
4 . DESKTOP-HLCSF3L

4 [ Videoloops

| ™ StableFPS {127.0.0.1) - Camera 1
| ™ StableFPS {127.0.0.1) - Camera 1

From: | Wed, 27 May 2020 08:04:57
To: Wed, 27 May 2020 09:04:57

Make data online

TIP: Use the Time Selection Mode or Set Start/End Time buttons to automatically set the date

and time interval to be restored:
][-]‘ ®
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Creating Restore Jobs using the XProtect Management Client

When the Storage Bridge Automatic Timeline Restore option is disabled, restore jobs can be
created from within the XProtect Management Client plug-in.

1) Open Management Client and go to the Administration tab:

Jobs: Job parameters:
Operation Submitted Status Source .
€4 Move data to be available locally New Management Client  OPeralion: | Move data to be avalable locally B <
Al Move data to be available locally
cameras Bring back offline data
v [y Vided Make data nearline to free local storage space
] Make data offline
| 9 StableFPS (127.0.0.1) - Camera 1

From: Wed. 27 May 2020 09:21:42
To: Wed. 27 May 2020 10:21:42

Create new Submit job Cancel

2) Click on “Create new”

3) Inthe dropdown, select the type of job you want to perform

4) Use From: and To: to set the date and time interval to be restored

5) Click “Submit job”

6) Storage Bridge initiates the restore operation. Note that it may take some time for the
operation to complete. A status bar will show the progress.

Storage Bridge — Quick Start Guide — Last Updated — 12/06/2022 — v3.01
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Recovering a Failed Storage After a Disaster

When the Disaster Recovery option is enabled, Storage Bridge can recover from a Recording
storage or Archive failure. As soon as XProtect detects the failure, Storage Bridge will display a
warning message. It is critical to follow the step-by-step instructions of the Wizard.

1) Identify the failed drive letter:

File Edit View Action Tools Help

H9 oes

Site Navigation

Storage configurations:
Local default
Recording

Location:  D:\Default Storage:

= Disaster Recovery not enabled Enable. Disaster Recovery not enabled
= oy O

In this example,
we can see that

Total camera data: 0.879 GB

oo e drive “E:” needs
T to be recovered. | > o e
i

WARNING

TO PROTECT YOUR DATA
READ THIS FIRST!

'STORAGE BRIDGE HAS
DETECTED WHAT
APPEARS TOBEA
RECORDING FAILURE.
DO NOT ATTEMPT TO

Y e w———

2) Connect a replacement drive to the Recording server, but do NOT mount it. To be safe,
the replacement drive should NOT be formatted (or you should FIRST STOP the
Recording server PRIOR to connecting a formatted drive.

% Disk Management — O X
File Action View Help

e BEHEI VD

Volume I Layout I Type File System I Status I Capacity
El )] Simple Basic MNTFS Healthy (B... 59.68 GB
== (Disk 0 partition 1) Simple Basic Healthy (E.. 200 MB
< >

~

= Disk 1 |

Removable At

14.41 GB 14.41 GB A

Online Unallocated

= CD-ROM 0 N
W Unallocated W Primary partition ‘
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3) Click on “Disaster Recovery Wizard” to begin the recovery process.

£ Disaster Recovery Wizard X

Required Steps: Welcome to the Disaster Recovery Wizard - Storage Failure

Stop Server This process will recover failed XProtect Recording and/or Archive storage(s). Once recovered, data will be available to
XProtect. The recovery procedure requires temporarily stopping the XProtect Recording Server Service.

Mount Volumes

A Before ding prepare the disk(s).

Recover Storage BEORIANT

Finish Do NOT attempt to recover or mount ANY volume using the same drive letter as the failed one(s).

Do NOT restart your Recording Server before the recovery procedure completes.

Click Cancel NOW if this was a false alarm and all operations are normal.
Click Next to begin the recovery procedure.

4) The Wizard will first stop the Recording server (if it isn’t already):

LY Disaster Recovery Wizard X

Required Steps: Stop the XProtect Recording Server Service
» Stop Server Storage Bridge must now stop the Recording Server service. Recording will resume when the service gets restarted

Mount Volumes RECHIANE

Do NOT restart the Recording Server service before the recovery procedure completes.
Recover Storage
Finish
Stopping XProtect Recording Server Service...

Click Next to stop the Recording Server.

o Help Back Next
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5) Itis now time to format and assign the original drive letter to the replacement drive (in
this example, the failed drive letter was E: ).

L“ Disaster Recovery Wizard

Required Steps:

E
Stop Server

» Mount Volumes
Recover Storage

Finish
1. Attach
2. Use
3. Moun

NOTE:

The assq
volumes

Click Ne]

@ Help Back

Bridge will to data on the

Recording Storages / 1 Archive Storage

the replacement disk(s) to the Recording Server (if needed).
ndows Disk Management to format the volume(s) NTFS (if needed)
fhe volume(s) using the matching drive letter from the above list.

biated @ will tum into @ when a valid matching volume is detected. It is not mandatory to recover ALL failed
t this time. The Disaster Recovery Wizard can be run multiple times.

It to continue.

-

=P Disk M — O P Disk Management — O X
File Action View Help File Action View Help
@ |=la=low D = . e T HEl=XE 3 R2E
Change Drive Letter and Paths for F: (New Volume) P
Volume Capacity Volume I Layout | Type I File System | Status I Capacity
= (C) Allow access to this volume by using the following drive letter and pahs: 59.68 GB - (C) Simple Basic NTFS Healthy (B... 59.68 GB
== (Disk 0 200 MB = (Disk 0 partition 1) Simple Basic Healthy (E... 200 MB
- New Vi | 1 1441 GB == New Volume (E:) Simple Basic NTFS Healthy (P... 14.41GB
Change Drive Letter or Path X
< Enter a new drive letter or path for F: (New Volume). > < >
(®) Assign the following drive letter: A ~
= Disk 1
Removal Mourt in the following empty NTFS folder: Removable [ 7
121 Browse... 1441 GB 14,41 GB NTI S, .
Online Online ‘Healthy (Primary Partition) o
o]
~CD-R v ~CD-ROM 0 v
B Unallocated Wl Primary partition [ M Unallocated Ml Primary partition
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6) When the replacement volume is detected with the proper drive letter, Storage Bridge
displays a green checkmark:

ﬁ Disaster Recovery Wizard

Storage Bridge will pt to data on the

Required Steps:

= E: 0 Recording Storages / 1 Archive Storage
Stop Server

» Mount Volumes
Recover Storage
Finish
1. Attach the replacement disk(s) to the Recording Server (if needed)

2. Use Windows Disk Management to format the volume(s) NTFS (if needed).

3. Mount the volume(s) using the matching drive letter from the above list.

NOTE:

The associated © will tumn into @ when a valid matching volume is detected. It is not mandatory to recover ALL failed

volumes at this time. The Disaster Recovery Wizard can be run multiple times.

Click Next to continue.

o [~ [ = |

7) Storage Bridge will then ask for confirmation:

L“ Disaster Recovery Wizard

Storage Bridge will the

Required Steps:
=== Default Archive E:\Cameras Archive
-—

Stop Server

Mount Volumes

» Recover Storage

Finish NOTE:

Any grayed-out recording storage/archive from this list will NOT be recovered at this point. It is always possible to rerun
the Wizard at a later time.

Click Back to mount a volume with a matching drive letter.
Click Next to recover the failed volume(s) and start the XProtect Recording Server service.

o o ) -
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8) Congratulations! The Wizard has now completed.

Stop Server
Mount Volumes
Recover Storage

» Finish

© Help

Required Steps:

L" Disaster Recovery Wizard

The Disaster Recovery Wizard has completed

v Congratulations! A recovery job has been itted for each

recording hi

Depending on the number of cameras, retention period. and speed of your intemet connection, it could take a few

v minutes to restore all of the metadata. Until a job finishes, only partial data will be available in the XProtect Smart
Client

v To monitor a job's progress. go to the XProtect Management Client and click on Storage Bridge | Administration.

Click Fnish to exit the Disaster Recovery Wizard

9) You can monitor the recovery progress on the Administration tab. It should only take a
few minutes to restore the database. Note that video content will only be restored on
demand (by accessing the timeline or by creating a restore job).

File Edit View Action Tools Help

B9 0en
Site Navigation v Ex
S 10GM-(133)
© (@ Basics
8 License kformation
] Sie nformation
8 Remote Connect Senvices
8 Avis One-click Camera
& Servers
) Recording Servers
‘% Failover Servers
SR Devices
o Cameras
# Microphones

£2 View Groups
2 Smart Client Profies
&2 Management Client Pr
I matrix
&G Rules and Events
Rules
@ Time Profiles
£ Noification Profles
R User-defined Everts
* Analytics Events
R Generic Events
S e Security
B Roles
2 Basic Users
& @ System Dashbosrd
(] Current Tasks
@ System Moritor
T4 System Monior Thies
8 Evidence Lock
™ Configuration Reports
) Server Logs
[Pl Access Contral
5B, Transact
[£) Transaction sources
[ Transaction defnitions
€9 Siorage Bridge
1 Administraion
+8) Disaster Recovery
28 Bxtension
@ & Aarms

K B
Site Navigation Federated Site Hie

| Configuration L
Recording servers: E—

-

o MILESTONET

= License info: Change fcense:

(= Type:  SaaSlicense Version: 40100.336 Usomame:

-

= s

Usemame: milestone-10.2009.14 Used footage: 0 camerasiecks @
Serial key: QRQSF-G6FD5-PYRHH-5QUZ2-E9WRS (] Disaster Recovery: &/ Extension: «

‘Smart Clent seffings:

7] Manual Restore Panel ] Automatic Tmeie Restore ] Timelne Color Monitring

Jobs: Job parameters:

Operation Submitted Status Source

S iy Vo A 205597 5 BT Warsseneni Gt Opcrobon:  Strge st oy O]
D isaster Fri, 31 Jul 2020 19:224 e Management Cle

8) Storage Disaster Recovery 31012020 192240 Completed lanagement Client Management Ciont

Storage type:  Archive Storage.

Storage name: Default Archive

Storage path:  E'\Cameras Archive
Subemitied:  Mon, 03 Aug 2020 155923

Started: Mon 03 Aug 2020 155924
Completed:
Status: Running
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Recovering a Failed Recording Server After a Disaster

When the Disaster Recovery option is enabled, Storage Bridge can recover from a Recording
server failure. As soon as XProtect detects the failure, Storage Bridge will display a warning

message. It is critical to follow the step-by-step instructions of the Wizard.

1) Click on “Disaster Recovery Wizard” to engage the recovery procedure.

File Edit View Action Tools Help
HY9 oef

Site Navigation ST Configuration

B 10XIM- (1333) e S Storage configurations:
(1) Basics

-
o MILESTONET
-

o RecServ

FE

£ Smart Client Profiles.
£ Management Client Pr.
G matix

Recording Server not responding - Recovery Available

WARNING

TO PROTECT YOUR DATA
READ THIS FIRST!

STORAGE BRIDGE HAS
DI

Site Navigation Federated Site Hie

2) First make sure the replacement Recording server is ready and available:

Storage Bridge — Quick Start Guide — Last Updated — 12/06/2022 — v3.01
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e‘ Disaster Recovery Wizard X

Required Steps: Welcome to the Disaster Recovery Wizard - Recording Server Failure

Select Server This process will recover a failed Recording Server. Once recovered, data will be available to XProtect.

License Server A Before ding. the following conditions for a repl: Recording Server must be met:

1. Milestone XProtect Recording Server is running (needs to be licensed).

2. Storage Bridge software is running (does NOT need to be licensed)

3. Has empty volume(s) to match any failed recording/archive volume(s).

4. Has NO devices (e.g. cameras, etc) attached to it (they will be automatically transferred).
5. Is currently online and visible from the Management Client.

Stop Server
Mount Volumes

Recover Storage

Finish Searching for suitable replacement servers

Click Next to begin the recovery procedure.

3) Storage Bridge automatically lists the available replacement servers. Select one.

€8 Disaster Recovery Wizard

Select the Replacement Recording Server:
Required Steps:

—
_RecSeN

» Select Server
License Server
Stop Server

Mount Volumes

Recover Storage

Finish

Select the replacement Recording Server from the list above.

Click Next to continue.

0 [~ [ = ]

4) Active the Storage Bridge license on the replacement server (your credentials are listed
above):
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ﬁ Disaster Recovery Wizard

Required Steps:
Select Server

P License Server
Stop Server
Mount Volumes
Recover Storage

Finish

9 Help

Storage Bridge — Quick Start Guide — Last Updated — 12/06/2022 — v3.01

Activate Storage Bridge

Usemame:

milestone-10.200.4.80

Password:

Enter the Usemame and Password for your Storage Bridge software subscription.

Click Next to continue.

Back | | Next

Cancel
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5) The Wizard will now stop the replacement Recording server

L" Disaster Recovery Wizard

Required Steps:

» Stop Server
Mount Volumes
Recover Storage

Finish

© Help

Stop the XProtect Recording Server Service

Storage Bridge must now stop the Recording Server service. Recording will resume when the service gets restarted.

IMPORTANT:

Do N

Click

OT restart the Recording Server service before the recovery procedure completes.

Stopping XProtect Recording Server Service...

Next to stop the Recording Server.

6) Itis now necessary to format assign the same drive letter to the replacement drive (in
this example, the original drive letter was E: ).

Required Steps:
Stop Server
» Mount Volumes

Recover Storage

Finish

@ Help

LY Disaster Recovery Wizard

Storage Bridge will to data on the

1. Atta
2. Use

NOTE:
The asg

@ Recording Storages / 1 Archive Storage

the replacement disk(s) to the Recording Server (if needed).
J/indows Disk Management to format the volume(s) NTFS (if needed).
3. Mourl} the volume(s) using the matching drive letter from the above list.

bciated @ will tum into @ when a valid matching volume is detected. It is not mandatory to recover ALL failed

volumegat this time. The Disaster Recovery Wizard can be run multiple times.

Click Nt to continue.

o) -
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e Disk Management — m} e Disk Management - O S
File Action View Help File Action View Help
@ |=lH=l= D = - e @IEEI=XKH 6
Change Drive Letter and Paths for F: (New Volume) X
Volume Capacity Volume I Layout | Type File System | Status I Capacity
- (C) Allow access to this volume by using the following drive letter and pghs: 59.68 GB - (C) Simple Basic NTFS Healthy (B... 59.68 GB
== (Disk 0 200 MB == (Disk 0 partition 1) Simple Basic Healthy (E... 200 MB
= MNew V | =F l 1441 GB == New Volume (E:) Simple Basic NTFS Healthy (P... 14.41GB
Change Drive Letter or Path X
< Enter a new drive letter or path for F: (New Volume). A } > < >
(®) Assign the following drive letter: E A ~
== Disk sy g
Removal Mourt in the following empty NTFS folder: Removable 777 -
el Browse... 1441 GB 14.41 GB NTI LY, y
Online Online Healthy (Primary Partition) - /
| e |
Zcp-R v ~CD-ROM 0 4
B Unallocated Wl Primary partition | B Unallocated Wl Primary partition

7) When the replacement volume is detected with the proper drive letter, Storage Bridge
displays a green checkmark:

Storage Bridge will attempt to recover data on the following volume(s):
Required Ste

= E:  1Recording Storage / 0 Archive Storages
Select Server
License Server

Stop Server

» Mount Volumes

1. Attach the replacement disk(s) to the Recording Server (if needed)
2. Use Windows Disk Management to format the volume(s) NTFS (if needed)
3. Mount the volume(s) using the matching drive letter from the above list.

Recover Storage

Finish
NOTE:
The associated @ will tum into @ when a valid matching volume is detected. It is not mandatory to recover ALL failed
volumes at this time. The Disaster Recovery Wizard can be run multiple times.

Click Next to continue.
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8) Storage Bridge will then ask for confirmation:

€% Disaster Recovery Wizard X

Storage Bridge will

Required Steps:

= Local default
Select Server =

License Server
Stop Server

Mount Volumes NOTE:
Any grayed-out recording storage/archive from this list will NOT be recovered at this point. It is always possible to rerun

» Recover Storage the Wizard at a later time.

Recovering Storage configurations...
Finish

Click Back to mount a volume with a matching drive letter.
Click Next to recover the failed volume(s) and start the XProtect Recording Server service.

© Help Back Next

9) Congratulations! The Wizard has now completed.

Required Steps: The Disaster Recovery Wizard has completed

Select Server Congratulations! A recovery job has been itted for each d recording

Depending on the number of cameras, retention period. and speed of your intemet connection, it could take a few
License Server minutes to restore all of the metadata. Until a job finishes, only partial data will be available in the XProtect Smart
Client.

Stop Server To monitor a job's progress. go to the XProtect Management Client and click on Storage Bridge | Administration.

Mount Volumes
Recover Storage

» Finish

Click Finish to exit the Disaster Recovery Wizard.

© Hebp
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10) You can monitor the recovery progress on the Administration tab. It should only take a

few minutes to restore the database. Note that video content will only be restored on
demand (by accessing the timeline or by creating a restore job).

File Edit View Action Tools Help

H9 oen

Site Navigation

5§ 10XIM- (1333)
S B

Serverstatus: Server, target. and storage volume(s) are all OK
3

o MILESTONET
-

— T3

Change license:
Version: 4010286 Usemame:
Usemame: 10200480 Used: 5 camerssheks
footage: [ R
Sernlkey: GGPN-KKXE-SISES-2NF2XTVTRS () Disster Recovery: o Extension: ¥
Apply Cancel

St Cient seting:

7] Manual Restoe Panel 7] Automatic Tinline Restore ] Timeine Color Mot
sobs: Job parameters:
Operston Subited Sats Souce
9 Storage Disster Recove Tue, 04 Aug 2020 111306

Mansgement Client

Site Navigation Federated Site Hie
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Configuring Firewalls and Proxy Servers

Storage Bridge must communicate with the cloud target as well as with the Tiger Technology
licensing server for activating your license and for keeping them activated.

1) Make sure that the following requirements are met:
a. Can reach the Azure service running at https://saas.tiger-technology.com.

i. When typing the URL, you should in your browser, you should obtain the
following response:

— C @ saas.tiger-technology.com

{"status": "Running", "slot": "Production"}

ii. If yougetan error, you will need to whitelist the domain name

b. Check your firewall. The following ports must be open:
o (for object storage target over http connection) 80 - outbound rule only
e (for SaaS$ activation and/or communication with object storage target over https) 443 -
outbound rule only

e (for a network target) 445 - outbound rule only

e (for remote connection) 8536 - inbound and outbound rules

e (for remote connection) 8537 - inbound and outbound rules

i. You can test this connection AFTER you have installed the Storage Bridge plugin

by entering the following URL in a web browser on the Management Server:
https://XxX.XxX.Xxx.xxx:8537/version (where xxx.xxx.xxx.xxx is the |P address of
the Recording Server you are testing)

2) If you are using a proxy server, Bridge uses different mechanisms for accessing the cloud
and for communicating with the licensing server.
a. To configure proxy for the cloud target:
i. Opena Command prompt in elevated mode and type:

C:\Windows\system32\tiercli config global proxy <proxyserver:port> [username] [password]

b. To configure proxy for the licensing server:
i. Setyour System Environment Variables:
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Best match

@ Edit the system environment .

variables

Variable value:

Apps System Properties X
%  System Information > Computer Name Hardware Advanced System Protection Remote
& System Configuration > You must be logged on as an Administrator to make most of these changes.
Performance
= Control Panel >
ual effects, processor scheduling, memory usage, and virtual memory
[ Settings >
% Services for Network File System
>
(NFS)
Desktop settingd\related to your signin
Settings
@® About your PC > Settings...
@ Recovery > Startup and Recovery
System startup, system failure, 3od debugging information
& system >
. Settings...
& Reset this PC >
& Recovery options > Environment Variable:
Search the web
O systel oK Cancel Apply
Environment Variables
User variables for Bernard Lamborelle
Variable Value
ChocolateylastPathUpdate 132459571226027284
OneDrive CAU: B d L OneDrive - Tiger Technology AD
OneDriveCommercial C:AU: B d Lamborelle\OneDrive - Tiger Technology AD
Path C:AU: B d Lamborelle\AppData\Local\Mi ft\Wind:
TEMP C:\Users\Bernard Lamborelle\AppData\Local Temp
T™P C:\Users\Bernard Lamborelle\AppData\Local\Temp
New... Edit... Delete
System variables
Variable Value A
Chocolateylnstall C:\P Data\chocolatey
ComSpec C:\Windows\system32\cmd.exe
DriverData C:\Windows\System32\Drivers\DriverData
NUMBER_OF_PROCESSORS 4
0os Windows_NT
Path C:\Python38\Scripts\; C:\Python38\;C:\Wind stem32;C:\Wind...
PATHEXT .COM:.EXE: BAT:.CMD:.VBS:.VBE:.JS:.JSE:. WSF:. WSH:.MSC ©
e ——
Edit... Delete
New System Variable
. L
Variable name: | http_proxy

Browse Directory...

I http://user:password@your-proxy-ip-address:port

Browse File...

Cancel

Variable name

http proxy

Variable value (try the following formats)
proxyserver:port
or

Storage Bridge — Quick Start Guide — Last Updated — 12/06/2022 — v3.01
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http://user:password@your-proxy-ip-address:port/
proxyserver:port
https proxy or
https://user:password@your-proxy-ip-address:port/

IMPORTANT: It is required to reboot your computer after changing system variables.

ii. If you are still experiencing issues activating the Bridge software, please
use the SaaS-Check utility to troubleshoot your issue, as described below.

Saas-Check Utility

Tiger Technology has developed a troubleshooting application that can help identify the source

of the problem.

NOTE: Troubleshooting firewalls and proxy issues will likely require the assistance of your
System Administrator.

If you are experiencing issues activating your Bridge software, download the saas-check.exe
utility (https://tinyurl.com/8fjjaby4).

1. On the Bridge machine (i.e. Recording Server), open a Command prompt in Elevated
mode
2. Run saas-check with the following parameters

Usage: saas-check.exe <server_host> <cabundle_path> <username> <password> <serial>

Where:
<server_host> is saas.tiger-technology.com
<cabundle_path> is "C:\ProgramData\Tiger Technology\backup\cert\cacert.pem"
<username> is your activation Username
<password> is your activation Password

The command above assumes C: is where the utility was copied. Successful output of
this tool should look like this:

andat
1a

220321 14:57:10.424.001; saas: :00006C8C; F(01); message: "Successfully updated/activated license"; main()
220321 14:57:10.424.002; saas: :00006C8C; F(01); update-url: "https://license.tiger-technology.com"; main()
220321 14:57:10.424.003; saas: :00006C8C; F(01); next-fetch: 3600 (seconds); main()
220321 14:57:10.435.001; saas:
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If you do not receive a successful activation message, please check if the error falls in
one of the following categories:

Failed SSL Connect Error

A “Failed SSL Connect Error” will likely occur due to improper firewall configuration. Saas-
Check.exe will report something like this:

For a quick test, you can try disabling Windows Defender on Management Server and Recording
Server. If you are using advanced firewalls, such as Palo Alto Networks, make sure you are not
blocking access to encrypted websites (https://saas.tiger-technology.com). Also make sure you
are disabling control of decrypted SSL. These settings can be used to limit or block SSL sessions
based on criteria including the use of unsupported cipher suites or protocol versions, or the
availability of system resources to process decryption.

Peer Certificate Authentication Error

A “Peer Certificate Authentication Error” will likely occur due to missing security certificate.
SaaS-Check.exe will report something like this:

curl_easy_perform() failed: Peer certificate can

SaaS HTTP POST request failed Result is ©0x82100000 (error

Bridge uses cURL to communicate with its licensing server. However, cURL may not
automatically integrate your domain security certificates. If your organization uses domain
security certificates, you will need to follow these steps:

3. In Windows, search for “Manage computer certificates” and open

4. Locate your domain security certificate (most likely stored under Trusted Root
Certification Authorities/Certificates)
a. Look for a certificate that contains the name of your organization (typical)
Double click on the certificate
Select the “Details” tab
Click on “Copy to files...”
Select “Base-64 encoded X.509 (.CER)

®oo o
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Trusted Root CertifiL.

B certim - [Certificates - Local Computer\Trusted Root Certification Authorities\Certificates] - m}
File Action View Help
e n@ B XE HE
= Csrtificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate”
-~ :e'”"’:{ ication Aul ] GlobalSign Root CA GlobalSign Root CA 1/28/2028 Client Authenticati... ~ GlobalSign Root CA...
v ','.”i“:ﬁf,"":cem ication Aul| (=55 Daddy Class 2 Certification .. Go Dadd Clace? Certification Au... 6/20/2034 Client Authenticati...  Go Daddv Clace C...
- EJt =t |c: e:t (5 Go Daddy Root Certificate Auth... Go Da X
nterprise Iru:
— pmerprise T || ElHotsnot 2.0 Trust Root CA- 03 Hotsn B )
> [ Intermediaf . & &¥ Cettificate Export Wizard
[ Trusted pug % “erest
> [ Untrusted ¢ -
= . General Details Certification Path
> [ Third-Party
s [ Tusted Ped g Export File Format
t | <All> v " . .
5 [ Client Auth Certificates can be exported in a variety of file formats.
f *‘ Preview By Field Value
| Test Roots .
> [5] AAD Token []version V3 Select the format you want to use:
- | [E]serial number 79ad16a14aa0a5ad4c7358F4
> ] eSIM Certifi [Elsonature aigorithm shalRSA (O DER encoded binary X.509 (.CER)
2 *‘ :omegr[o)w Dsignature hash algorithm shal (® Base-64 encoded X.509 (.CER)
- 5:::‘;,:‘ fssuer Microsafl Root Certificate /Y O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
4 —J DValld from Wednesday, May 9, 2001 7:1 ode : th A thif e
> [ Tusted Pac | [Fyald to Sunday, May s, 2021 7:28:14 Indude al certificates in the certification path if possible
> [ Trusted Dey | [l ihviert Micrnenft Rant Cartificate A Personal Information Exchange - PKCS #12 (.PFX)
o 4 Indude all certificates in the certification path if possible
> [ WindowsSe
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy
Microsoft Serialized Certificate Store (.SST)
Edit Properties... | Copyh;
(—.l oK = >

f.

g.
h.

5. Locate the security certificate used by Bridge, and open it in Notepad:

Specify file name to export
Locate the exported file
Open the exported file with Notepad

| certificate.cer - Notepad — O
P

File Edit Format View Help

MIIFmTCCAAGgAWIBAgIQeaBhoUqgpalMc1jOBxMuZTANBgkqhkiGOwOBAQUFADBF
MRMWwEQYKCZImiZPyLGQBGRYDY29tMRkwFwYKCZImiZPyLGQBGRYJIbW1ljcm9zb270
MS@wKwYDVQQDEyRNalNyb3NvZnQgUm9vdCBDZXI0aWZpY2FBZSBBdXRob3JIpdHkw
HhcNMDEWNTASMIMXOT IyWhcNMj EwNTASMjMyODE zWjBfMRMWEQYKCZImiZPyLGQB
GRYDY29tMRkwFwYKCZImiZPyLGQBGRYJIbW1ljcm9zb2Z0OMSOwWKwYDVQQDEYRNaWNy
b3NvZnQgUm9vdCBDZXJ0aWZpY2F@ZSBBdXRob3JpdHkwggIiMABGCSqGSIb3DQEB
AQUAAATICDwAwggIKAoICAQDzXFqAZ9Rap6kMLIAgBDUIPHWEzbcHiZyJ2t70w2D6
kWhanpRxKRh2fMLgyCV21A5Y+gQ@Nubfr/eAuulYCyuT5Z0F43cikfc@ZDwikR1e
4QmQvBT+/HVYGeF5tweSo66IWQjYnwfKAL1j8aCltMtfSqMtL/OELSDIPSuudrU/k
XG8T1InbldV126gat5SRtHdbOUgMj2p5fRRWBH1tr5D12nDYR7e/my9sSwhi34RFg
rHmRFHzF1qbk4X7Vw371ktI8ALU2gt554W3ztW74nzPly119¢5g224uhabKV15uj
35INJIv8G1mc1BsjnrOTuEjOVMZnINQhONMpSUSWIvmMyWUA2wKVOBEB921 sHM+RY
v+8/U2TYQ1k1V/OPRXwkBE2e1jhOEZcikM50RHSSbOVLb7CG48c2QqDQ/MHAMYM]
YbkwR3GkHChawkcBC1e8QfyhgdyofseTNAz93cQTHIPxIDx1FiKTXy36IrY4t7EXb
XFEEYSr87IaemhGXW970U4jmdrfIrIXCKEDb7wSQ34Ez0dmyRalUjhwalVYkxuwYt
YASBGHOfLrWXyxHrFdUkpZTvFRS] /Utz+j1b/NEzAP1ZYnAHMuouq@Ate8rdIkicb
MJmPqujqEHRsGARmzbE3kBOnOFYZcFgHnpbOMiPumefNQWQOMZa2thv0Av87B

Ln 18, Col 51 100%  Windows (CRLF) UTF-8

Copy the ENTIRE content of the file
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C:\ProgramData\Tiger Technology\backup\cert\cacert.pem

6. Append the copied certificate to the existing list of certificates by pasting it at the end of

the file. Save the file.

|£] Documents

=] Pictures

i Local Disk (C:)

ws Local Disk (D)
Bridge - Falcon + 0365
Milestone - Mng Server - 1.2 NEW - Wasabi
Nx Witness - AWS

a. PeakUp

3 OptiPlex
J 3D Objects
[ Desktop
|Z Documents
& Downloads
. installers (veeam)
D Music
& Pictures
B Videos
. Wisenet WAVE Backup (DESKTOP-Q15H68U)
‘., Local Disk (C:)
= Local Disk (D)
¥ Network

[ OPTIPLEX

1item

)' u & cut x [ ) New item ~ @ open ~ [ selectall
s Copy path - 7] Easy access ~ Edit Select none

PintoQuick Copy Paste Move Copy Delete Rename  New Properties -

s [7] Paste shortcut  tq > Tolder = @ History 5 Invert selection

Clipboard Organize New Open Select

« « 4 || > OptiPlex > LocalDisk (C:) > ProgramData > Tiger Technology » backup »> cert v o

& Downloads # A Name Date modified Type

0 Virtual Machines * ) cacert.pem 7/7/2022 8:16 PM PEM File

*

) *cacert.pem - Notepad
File Edit Format View Help

SSL.com EV Root Certification Authority ECC

MIIC1DCCAhqgAWIBAGIILCmclixbtBZUwCgYIKoZIzjOEAwIwfzELMAKGATUEBhMCVVMY
BAgMBVR1eGFzMRAWDgYDVQQHDAdIb3VzdGIuMRgwFgYDVQQKDAITURWEQ29y cGOy YXRE
BgNVBAMMKINTTC5jb20gRVYgUmIvdCBDZXI0aWZpY2F@al9uIEF1dGhvcm1@eSBFQOM:
MjEyMTgxNTIzWhcNNDEwMjEyMTgxNTIzWjB/MQswCQYDVQQGEWIVUzEOMAWGAIUECAWF
EDAOBgNVBACMBOhvdXNOb24xGDAWBgNVBAOMDINTTCBDb3Jwb3JhdG1lvbjEGMDIGATUE
LmNvbSBFViBSb29@IEN1cnRpZmljYXRpb24gQXV@aGyaXRSIEVDQzB2MBAGBYqGSMAS
BAAIA2TIABKoSR5CYG/vviwBAHgyBO8TCCogbRBpKGYFL2IWjKAMTHEKMAVIbc /R/FALNE
3h+Z1MzFB8gIH2EWB1E9fVwHU+M10IzfzZ/ZLg1KthkulinBaBu2+8KGwytAJKaNjMGEw
BBYEFFvKXuXe@oGqzagtZFG22XKb1+ZPMABGA1UdEWEB /wQFMAMBAT8wHWYDVROjBBg
5d7SgarNqClkUbbZcpuX5k8wDgYDVROPAQH/BAQDAgGGMA0GCCqGSMA9BAMCA2gAMGUC
N+vp1RPZytRrJPOWPYdGWBrssd9v+1a6cGvHOMzosYxPD/fxZ3Y0g9AeUYBCMD32Iygn
m7I1Hrri9zzRHM76TymGoEVW/MSD2zuZYrJh6j5B+BimoxcSg==

----- END CERTIFICATE-----

MIIFmTCCA4GgAWIBAGIQeadhoUqgpalMclj@BxMuZTANBgkqhkiGIwOBAQUFADBF
MRMWEQYKCZImiZPyl GQBGRYDY29tMRkwFwYKCZImiZPyL GQBGRYIbW1jcm9zb270
MS@uKwYDVQQDEyRNakNyb3NvZnQgUm9vdCBDZXI@akZpY2FeZSBBdXRob3IpdHkul

D A iMy() bl - MM 4 5 oD iB RM, QYK i7Zb QR

Ln 3479, Col 1 100%  Windows (CRLF) ANSI

7. Try activating the software again. If none of the above works, send us the output you
are getting when running the saas-check.exe command.
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